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genMDB.exe$ Properties E |

General Version |Secunt:.r| Surnrnar:,rl
File version:  1.0.0.1
Descrption: GenMDB Microsoft NI

Copyright : mo (C) 2005

— Other version information

tem name: Walue:

Compary |Chinese (PRC) ;I
File Wersion

Intemal Mame

Language

Legal Trademarks
Criginal File name
Product Name
Product Yersion

QK Cancel Apply
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€ PEID v0.95

File: | ZH\PEID-0,95-20081 103\ PEID . exe

Entrypoint: | 000952E0

File Offset: | DO0346ED

EP Section: | snki

First Bytes: |60,BE,00,40

Linker Info: 9,0 Subsystem: |Win32 GUI |i|
|L|F'.'5'i 0.89.6-1.02 [ 1.05 - 2,90 - Markus 2 Laszlo

Mulki Scan Task Wiewer iDpkions abouk Exxik
v Skay on bop 3




C:hvanalyse\Trid=trid. exe
TriD/32 - File Identifier v1.56 - (C) 2003-04 By M.Pontello
Error: you have to specify a file to analyze!

Usage: TrID [path]l<filespec>= [/r:nn] [/v] [/7]

where: <filespec» File to identify/analyze

Jrinn Display the first nn matches (default: 5)

FA" Verbose mode - display def name, author, etc.
/g Quiet - don't show Tiletypes while loading defs
¢

This help!
C:hvAnalyse\Trid=trid ..%..\PEID\PEID.exe
TriD/32 - File Identifier v1.56 - (C) 2003-04 By M.Pontello

Collecting data from file: ..%..\PEID“PEID.exe

Definitions Tound: 3708
Analyzing. ..

C6.9% (.EXE) Win32 EXE Yoda's Crypter
18 .EXE) Win32 Executable Generic
16 .DLL) Win32 Dyvnamic Link Library
. (.EXE) Generic Win/DO5 Executable
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|#,. Stud_PE operating on : "PED.exe"
File Edit

Tools  Help

=101 ]

||::"»|:ueiu:|-I:I.E|5-EEIEIEI'I 103peid.exe

HEADERS (Coff+Optional)

DATA DIRECTORY

00036260 N T Sie o
R — Import Table || Q0093404 | Q0000100 | Q00354004
OO034BED EntryPoint [raw)
00400000 ImageBase Export Table || 00000000 | 00000000 | 00000000
I DataDir: |IMAGE_DIR_ENTRY_RESOURCE =)
00001000 Sections Alignment
— GoHes|| ++ || 00099000 | 00000404 | 00034400
00000200  File Alignment
0OO00003  Mumber of sections
00000102 Characteristics Bazic HEADERS tree wiew in hexeditor|| SAVE o file
Wizt Stud PE Forum <~ Hews Here Test' it || Avad=:Haw || File Compare ak.
" #
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CFF Explorer ¥1I - [PEID.exe]
File Setkings *

B

=10] x|

PEiD _exe | =

— =l Dos Header
L= Mt Headers
L=l File Header
L2l Optional Header
|=] Data Directories [=]

— =] Section Headers [x]
— [ Impart Directary
— [ Resource Directony
— "ﬁ;hddress Converter
— "ﬁ:,[)ependent:y Walker
— "{i_-,Heu Editor
— N, Identifier
— "ﬁs,lmpurt Adder
— ™, Quick Disassembler
— %, Rebuilder
— ﬁﬂesuume Editor
L N UPX Utility

Property Yalue

File Marne Ci\PEID-0,95-20081 103PEID . exe

File Tvpe Portable Executable 32

File Infio P 3.0

File Size 214,00 KB (219136 bytes)

PE Size 214,00 KB (219136 bytes)

Created Monday 15 February 2010, 16.53.15

Modified Monday 03 November 2008, 13.49,03

Accessed Monday 15 February 2010, 17.45.12

MDS 48528901 DBD 727 CSD00EZ4 7470 7 DEDSE

SHA-1 BFF141522AEFDOSFASETEL 7E54934EDECALASELT
I Property Yalue

Ernpky Mo additional info available
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ERHxD - [C:PEID-0.95-200581 103" PED.exe]

=10l x|

JE] File Edit Search ‘iew Analysis Extras Window ? ;Iili“
[ - B | [en s « | anst » | hex .

] PED.exe |

Offsec(h) 00 01 0Z 03 04 05 06 OV O3 09 0OA OE OC O OE OF ﬂ

gooooooo 4D 54 90 00 O3 00 OO0 00 04 00 OO oo FF OFF OO OO0 ﬁz .......... hTa

goooool10 BE OO0 OO OO OO Q0 00 00 40 00 00 00 00 00 00 00 L. eewes B.......

ooooooz0o 00 00 00 00 00 00 a0 00 00 00 00 00 00 00 00 00 & .. e e e e s e e e e enns

gooooos30 00 00 OO0 OO0 OO0 OO0 OO0 00 00 00 00 00 FO OO0 O0 OO0 & eewsawsns =

gooooo40  O0OE 1F BA OE OO B4 09 CD 21 ES 01 4C CD 21 54 68 @ L LI'Th

gooooosa 69 73 Z0 70 Y2 6F 67 72 61 6D 20 63 61 6E 6E 6F is progran canno

goooooso V4 Z0 62 65 ZO VP2 Y5 e6E ZO g9 6E zZ0 44 4F 53 ZO0 £ ke run in D03

Qooooo?0 6D 6F 64 65 ZE OD OD OA 24 00 00 OO0 OO0 00 OO0 00 mode....8.......

goooooso A0 3E DD 185 E4 S5F B3 4B E4 S5F BE3 4E E4 S5F E3 4E >?.é_’Ké_’Ké_’K

goooooso 55 10 Z5 4B E7 SF B3 45 FA OD Z6 4B FA S5F E3 4B Y.%Kq_’Kﬁ.&Kﬁ_’K

goooooAd  FA OD 30 4B &4 S5F B3 4B C3 99 C8 4B EBE S5F E3 4B ﬂ.DKd_’KﬁmEKé_’K

oooooo0Ed  E4 S5F EZ2 4B 09 SF B3 45 E4 S5F BES 4EF ES SF E3 4B é_*K._’Ké_’Ké_’K

goooooco  E1 53 D3 4B E3 SF B3 4B FA OD 37 4B AD 5F E3 4B éS@Ké_’Kﬁ.?K—_’K

gooooono  FA OD 27 4B ES SF B3 45 FA OD Z2 4B ES S5F E3 4B ﬁ.'Ké_’Kﬁ."Ké_’K

goooooED 52 69 63 68 E4 SF B3 4B 00 OO0 OO0 OO0 OO0 OO0 00 OO0 PRicha "E........

goooooFo 50 45 00 OO0 4C 01 O3 00 61 B3 OE 45 00 00 00 OO0 PE..L a7.I...

gooooioo 00 OO0 OO OO EO OO O3 01 OB 01 09 00 o0 50 03 oo [= F P P.

ogooooilo 00 10 0o 00 00 30 06 00 EO &2 09 00 00O 40 O OO ..... 0..&,. [

gooooizo 00 90 059 00 00 00 40 00 00 10 00 00 OO0 02 00 00 ... .. [

oooool130 05 00 00 00 00 00 00 00 OS5 00 00 00 00 00 00 000 6w e s e e e e e e muew

gooooi40 00 AOQ O9 00 OO0 10 00 00 00 00 00 00 02 00 00 80 & e eensnsnnss £

gooools0 00 00 10 00 00 10 00 00 00 00 10 00 00 10 00 00 &6 e e i e i e e e e mues

gooooisd 0O OO0 OO0 OO0 10 00 00 00 00 00 00 00 00 00 00 00 & eeweanannnnns

00000170 D4 94 09 00 DO 01 00 00 00 90 09 00 D4 0L 00 00 &3..b....... 3]

goooois0 00 00 OO0 OO0 OO0 OO0 00 00 00 00 00 OO0 00 00 00 00 & e eseanannnnns

gooooi90 00 OO0 OO0 OO0 OO0 OO0 00 00 00 00 00 00 00 00 00 00 4. e e e e e ennnnna

gooooia0 0O OO0 OO OO0 OO0 OO0 00 00 00 00 00 OO0 00 00 00 00 & e eweanannnnns

Oo0o01BO 0O OO0 OO0 OO0 OO0 OO0 00 00 00 00 OO0 OO0 00 00 00 00 4o eeseanannnnns

gooooico 00 OO0 OO0 OO0 OO0 OO0 00 00 00 00 00 OO0 00 00 00 00 & eeseasannnnns :J
|OFFset: 0 Creetirite v
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] \383575 - Filealyzer EI=) =] S
File Report Settings Language OpenSBI Help

Import/E=part table | Hex dump | Image previsw
P EEHBf-f'l|| OpensEl | Werzioh I SEcurity I Resources I Streams | FE Header | FE Sections I Diztzm

|3a35?5

Location: | 5015,/

Size: 1153 0O0000000000048

Wersion:

CRC-32: CER3T1471

tDE:; B1F404411E9B3500CCEE1 FOE 3D 3D 2ATE

SHAT: FAFTIRCODCCE?F1 67594 954 B6R 37 3656BE97CC3A

[T Read anly [T Directany Double-click to scan for signatures
[~ Hidden ¥ tuchive

[T Sustem file [T Sumbalic link

Time =tarmp: Samstag, 14. August 2004 034223

Creation; Mitbwoch, 13, kai 2009 13:34:58
Last access: Mitbwoch, 13, Mai 2009 13:34:538
Lasgt write: Samsztag, 14 August 2004 034228
Jump Cloze
A
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DllyDbg - PEiD.exe - [CPU - main thread, module PEID] - |I:I|5|
@ File View D[ebug Plugins Options Window Help - |E’ |5|

Sl x| »jn| wij+i $4 o] +f LIE[M[T|wiH[c|/|K[B[R|..|5] i5[E]?]

5 GH pushad
GO4DoEl| . BE DO4B4EER | mow  esi, PELD.BE464E00 Realerers [FPUL e
Godncofc) L BOBE DRDOFSF| lea  =dl, duord prr deilesi+FFFIDOOE| A R
. pusl edi nt .
BB4353ED| L. EB BB jrp short PEQD.BB4932FA Sh oot el lokilressepenanos] Iise
BE4952EF 9@ fiop I A
AE49E2FH| > SABE Mo al, bwte ptr ds:lesil EEF BE1ZFFFB
Gpiocars| | deer B de:ledil, al ESTRERRERERRR
. Mo ute ptr ds:ledil, a
BE4SEEFE| . ar inc edi ntdl|.PCOZETEE B B Wde)l lorlBaEurE
GE4952FE| > @10B add ebi, ebu EIF B84352E6 PELD.<Modu leEntrwPoint s
gB4902FE| .+ 75 B inz zhort PELD.BE493381
BE4SEEFA| B SEIE Mo ebn, dword ptr ds:lesil B & (35 M e AAAAnAA
AnEadd o Bads FE =D Rlo T A B %5 BB2Z 32bit BIFFFFFFFF)
: : ' . Z 1 DS 6823 22bit @iFFFFFFFEL
Ga495361| 3 72 ED ib zhort PEiD.BA4982F8 % H R EEER R ladadae
pE490202| . BS BLODEEEE | fow i, SH B s wil
Ab4ssion| L 75 87 e Share PEiD.op4sss1Z A&
v Jnz2 short L.
AnEe| o0 B oliE3 ot . DR 0 8@ LastEre ERROR_MOD_MOT_FOUMD |@@E86E7E)
G645536E| . S3EE FC subs esi, -4 EFL BEBREEZ46 [MO,ME,E,BE,MS, PE, GE,LE]
aa495311| . 110E adc ebwx, ebx o
gpisesill s me sdo S S 510 sncty —UNDRH EOEC 01058104 00063000
Ga455215| . @10 add ehi, ebu LR
G6455217| v 73 BB inb thort PEiD. 03495324 5 b ah
@8453313| v 75 28 inz chort PELD. 00455343 ITa e ATh
BE495318| . BBI1E Mo by, dword ptr ds:lesil ETE empty B:B
e - SE 54D Sl =3 ETE empty 1. BREACAGAGREAGAGAGRE
BE49E3EE| v 72 IF Jb short PELD.D@495343 S GRS Aol e ) o @ 2 @
A 2 Sh deg = SH . FST 4028 Cond 1 @ G 6 Erc B8 1 B8 G @6 (EMN
BB4EEET| v 7E B inz zhort PEiD.BE498320 PEl) GER Free REdRES fEs: 444434
EEd4sgs2a ., 3BI1E Ut=1N] ebi, dword ptr dsilesil
aa455228| . S3EE FC zub e, —4
BE49222E| . 110E adc ebx, e=bu
aE428338| > 11Ce adc eax, Fad
ga495322| .~ EB D4 inp short PEiD. 33498385
pE492224| > @10B Bdd ebu, ebu
g8455336| v 75 B7 inz zhort PELD.G349833F
EEd492222) . 2BI1E Mo ebx, dword ptr de:lesil
Ga45332a| . S3EE FC zubs esi, -4 I
aa49g330| . 110E adc ebwx, ebx
BE49933F > 1109 adc ECH, ECH -
T Tl Dl LE] | ol = = irac, L. C =] =l B L= [ =g
PBddress |Hex dump HSCIT ~ TC21E04F | RETURH to kernel22.FC21604F ~
OE470000) 60 OO OO O0) 00 G0 00 00 04 00 00 G| 00 B8 05 00| «....... .. .... B A G e MOE T a G
GE453010( 61 00 @8 00|50 00 0O 56|02 00 0D 09|98 03 03 SO|G...F..C8...E..G DRlEFFTE| PEFFERER
GE459020| B3 A6 03 60| 60 01 A6 06|65 03 OO G676 Ol 63 00| e....0.G&. .. 00,0 DolcErhe) frErDeoEa
BE499030| B9 @0 BE GG 49 G5 @O 56| OC OF 0D GG 98 BS B3 56| ... .0 G....CE. G Dol=FFDa) GasdsOrD
@E453040| GE 90 08 00| CO G5 00 50| 10 00 0D 99|50 85 08 D0|A... L. Gt.. .00 EheEa]| B
GE453050| 60 90 08 00| 00 GO 00 00| 69 00 OO0 99| O3 G5 B BE| ..re..eates.en b o2 SRR | o T TS R
BE4000EE | B2 G0 GP BO|&2 0P OB SB| G 00 0D BA[(G0 00 BB O&(w...h.. 0., .. ABISFFE4| 7Cog0or3| SE hondier oo
o ey B BE1ZFFES| TLE1605S|kerne 32, rCal605S
SR GE1ZFFEC| @oaaae6s
B GO1ZFFFS| @ooaaa6a
B AR1ZFFF4| AE0DRREE| )
B R @A1ZFFFE| BB4982E8| PEID. <Modu LeEntryPoint >
ohaaro ER1ZFFFC| BERaEEEE
EE4220ER
fE452aFE
GE453100| 60 G0 95 00| 00 G0 00 03 04 00 00 00|03 B8 G2 BO| ........#.....
fE453118 o o
BE4531 20 ... . ]
BE493130| B9 @4 OB 9A| 38 G1 @9 A6 74 95 09 96| ES B2 B3 0O| .+, .00..t0. . FE.. - =
EE452140|E4 B4 0F 05| 00 G0 G0 00| 65 B8 GO0 G000 65 B8 B0(Eey L, au ey
|Anal_l,lsmg PEID: O heuristical procedures | | Pauzed

-@I KARUS I # /
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YWINDDWS system3 2 calc.exe

File  Edit

Jump Search View Debugger

Options

Windows

Help

=10l x|

‘ | 3 .ILocaI'w'ln'ﬂEdebugger =

|[EREr i | Eek| @ 8 x|| == E

e 5
i= iF | 10‘

| x 0 Debugger | x & Shuctures I X En Enums |

-
| [F] Ipa viewEIP =] X|| # Gienersl registers O X
8101247C call __SEH_prolog EAX B10015E8 L, _texb:stru_10015E@ CF @
01012482 push  obu’ LpHoduleN S L i
M g £ RAUUM LA ECX BOO7FFBO L, Stack[ 800860 6] : 0AB7FFBA AF @
91612484 mov edi, ds:GetHoduleHandlen Bk ]
81012488 call GetModulelandlen ED¥ 7C91EBY94 Ly ntd1l.d11:7C91EB9L 2=
9101240 cmp  word per [eax], oRADN ESI 1007109 L, SF 8
1812491 jnz short loc 16124B2 EDI 7C88B529 L, Kernel32.dl1:7C88B529 TF @
! EBP BOO7FFCA L, Stack[ 8808860DA] : BABYFFCA IF 1
; ESP BOO7FF20 L, Stack[ 900000D0] : 0607FF30 DF 8
H H 11l H H sl EIP B181248A L, start+15 OF 8
816812493 mov ecx, [eaz+3Ch] 81812622 push esi EFL 00000246
1012496 add ecx, eax 81812623 call ds:_exit
1912498 cmp duword ptr [ecx], 45508h 5
8101249E jnz short loc 1012482 | B Modules o x|
1 ¥ l @ Threads m] X|
Decimal | HexlS{ate
EN UL [o
1812508 movzx eax, word ptr [ecx+18h] @]208 RESheally
< |
[tooooee ao7,aam [z9zE) jooiigEs 01012484 start+ls
[ 5 Hex View1 0 x| | [l Stack view o x|
B181248n gk 66 81 38 4D 54 75 1F 8B 48 3C 63 C8 81 39 TFHSMZg.iH<.+iJ'9 ;Imm s Rslsfsgsgss. 5 -
B181249n 50 45 08 68 75 12 OF B7 41 18 3D 6B 01 068 80 74 PE..u..AR.=....t =l BBO7FF34 Graph o x|
Bi6128an 1F 3D BB B2 A0 BB 74 B85 B89 5D E4 EB 27 83 B? 84 .=....t.i3'1'l‘J'U'3l"ai BABTFF38 o
B16125Bn ©9 BB BB BE 76 F2 33 CA 39 99 F8 60 B8 B8 EB BE ....U:3+9!:!°...|.|. BAB/FF3C aa
G1A125CA 83 79 74 BE 76 E2 33 CO 39 99 E8 60 08 B0 BF 95 dyt.vi3+90p....0 BAB/FF4A
E1E124DA CO 89 45 E4 B9 5D FC 6A ©2 FF 15 BC 12 08 01 59 +8E08]%j. ..... ¥ BOBTFF 44
B16124EA 83 6D 18 50 81 61 FF 83 6D 14 50 #1 81 FF FF 15 3..P.. 3..P.. . BABTFF 48
919125FA 08 12 69 @1 8B OD OC 50 @1 61 89 08 FF 15 64 12 ... .I..P..8. ... BOB7FFAC
@1@1256n @@ 61 8B oD AR SO A1 61 89 B8 A1 6O 12 A0 A1 8B . 3. . P..B.1....1 BABIFFS0
B181251n @@ A3 18 50 A1 61 EB 9D 02 60 A0 39 1D DA 49 61 _4.P._pA.__9_@&I. LIEE?FFSH _'J
lnoot1g8a  01012484: start+1s LMK N
Oulput window |
Debugger: loaded CoWWINDOWSSSwstem3Iziwmswort.,dl] .I
Debugger: loaded C:3WINDOWSSSywstem3zhshlwapi.dll
Debugger: loaded CiSWINDOWSSSystem3zhshimeng.dll
Debugger: loaded C:WWINDOWSSAppFRatchhacgenral.dll
Debugger: loaded CiSWINDOWSS5ystems2hwinmm.dl]
Debugger: loaded Ci3WINDOWSSswstem3zhole3dz.dll
Debugger: l1oaded C:ZWINDOWSSSystem3zholeaur3z.dll
Debugger: Toaded C:3WINDOWS“Sywstemizmsacm3z.dll
Debugger: loaded C:ZWINDOWSSSystem3ziwersion.dll
Debugger: loaded CivWINDOWSSSystem3zhuseremv.dl]
Debugger: loaded Ci3WINDOWSSSywstem3zhuxtheme.dll
Debugger: Toaded CISWINDOWSWWINS<SwxE86_Microsoft.windows.Common-Controls_&a595be4l44cctldf _6.0.2600. 2180 x—ww_ag4Tiffascomctl3z.dl] ﬂ
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‘I_[ C:\WINDOWS  system32' calc.exe - WinDbg:6.11.0001.404 X856

File Edit “ew Debug Window Help

Command - C:' WINDOWS system32h calc.e

{15c.72c) -

CommnandlLine:
Svmbol =earch path 1i=:
Executable =esarch path 1=:
ModLoad: 01000000 0101f000
ModLoad: 72910000 7oc9=7000
ModLoad: 7c800000 7c906000
ModLoad: 7c9d0000 7dleflnn
ModLoad: 77da0000 77edalnn
ModLoad: 77=50000 77esl000
ModLoad: 77ef0000 77£37000
ModLoad: 77410000 77da000n0
ModLoad: 77be0000 77<38000
ModLoad: 77f40000 77fbe000

=10 x|

(=] - 10] x|

Microsofit (R) Windows Debugger Version 6.11.0001.404 X236

Copvright (o) Microsoft Corporation. All rights reserved.

ComWINDONS~sy=tendZ~calc . exe
SEV#*c ~windows~symnbols*http:~»mn=dl micro=zoft . con-dovnload-symnbc

calc. exe
ntdll.dll

]

oGO0

CSWITIHDOTS~=y=tend2~kernel 32 .dll
CoWIRDOWS =sy=tend 2~SHELLIZ . d11
SWIHDOTS systend 2-ADVAPTZ2 d11
SWINDOWS ~systend2~EPCRT4 . dll
SWINDOWS~systend2~GDI3Z dll
SWINDOWS~systend2~USERIZ  dll
SWNIHDOTSsystend 2 nsvert . dll
SWINDOWS~systend2~SHLWAPT . dl11l

Breal: instruction exception — code 80000003 (first chance)

Ln@, Col 0 |Sys 0:<Mone> |Proc 000:0 | Thrd 000:0 | A5 |OVR |CAPS | RUM

SIKARUS
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f= Sandboxie Control

File Miew Sandbox  Configure  Help

_F‘ri.‘.lgram Marme - PID | '-.-'-.-'inlj_-:u!.-v_ Title

=€5¥ Sandbox DefaultBox Active

@ calc.exe 380 [#] Rechner [#]

= DefaultBox

]

[atei  Bearbeftery  &nsicht Favoriters  Extras

@Zurﬂck - @ lﬁ pSuche'n lEff-Ordner 1-

Adresse |ﬁ -1075081533-261903793-5395221 15-1003) Sandbox| Def aultBox ~F§| Wechseln zu

Mame = Grofe | Typ Sedndert am E [#] Rechner, [#]
[Sdrive Dateiordner 15.02.2010 14:13 Bearbeiten  Ansicht 7
[huser Drakeiordner 15.02.2010 16:17 0
REgHi‘v‘E 212 KE Datei 15,02,2010 16:30 | i |
r:_' RegHive LOG 1KE Textdokument 15.02,2010 2119
| Fii.jcktasteJ | CE ] [ C
MC 7 a8 9 / sqrt
kA 4 ] E ¥ z
kS 1 2 3 - 1
M+ 0 +4- o + =

'@IKARUS I g
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